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(54) INTRUSION DETECTION DEVICE, SYSTEM, AND ROUTER 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an intrusion 
detection device capable of detecting an unauthorized 
access intrusion such as DDoS(distributed denial of 
service) attack automatically with high accuracy. 
SOLUTION: An intrusion detection unit of a router 
acquires from a communication route a packet which 
reaches at the router, and generates a structure 
corresponding to each session based on network layer 
data and transport lay data described in the header of 
the packet. This structure is discarded when the session 
is terminated normally. The intrusion detection unit 
inspects the total number n of structures for each 
prescribed period. If there is any structure with a 
prescribed threshold nth or more as a result of the 
inspection, the unit detects it as the unauthorized 
access intrusion occurrence. Since a structure is 
generated for each session and the presence/absence 
of the unauthorized access intrusion is detected, based 
on the number of the generated structures, a DDoS 
attack, which establishes a large volume of different sessions, can be detected automatically 
with high accuracy. 
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tciEasnTus* v vv-t>m (i pji) fcj;!^ h ^ 

>*tf-hjf (TCP®) ©7 r -^{cS-^l»-C-fe->3> 
D D o SiJl^?reKiKjCcd50ifgRR<^fflr* 



d!ED 




(2) 

1 

s. 

3acfBi£i**VCl,>-2>* v Yl-irmto&VYvl'X*- 

HfcD-^-^cts-^-c ±ia^ 3 >££ testier* 
©*iE&aj v * ^mw.±x&z>fr : £fr*mm-r z>mw 

lMBJW±<i«?U$n/ct§£«: < ^lET**:;*©^*** 20 

C<0^ir v bsSS^ISCC £ S^dr ? b*S-£©*S*.""*' * 30 

£TS. Sfctt. h«R»TSfcffK:>"t*'y 
tt^r4fe©"C**flt\*kffl«E«. 40 
[1**31 6 ] «8*©ffiAlftagB*$ J:ff C tt6«&© 

±IBS£fc©«A&ffl££Btt, *ft*n. 

i. 

*CtgBj$S*rci,»-2>* » h»7-d7jB**J:ff 

h@©7 r -^tc*-^i.iT > ±fB-fe->3>c:<i:w:*tit.-r€> 50 
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c «k 5 ftfc#ft£f#©&#j3fS 

©*IE& m b * I »fil«±-c * * *«W-r 4 *BI* 
Si. 

c ©*U5i#atc J: •? ±ta«ji*©s*s±iB^iE^a u * 

^fiet * * * ©ax©*^ t z tina^fs. t*mt 
±R±tt«fflBi«tt. -hiai«&©«A&a&E©-r^-c 

C ©«fflM«M* IMC «fc 9 "T "*"C QftAtttHttSfe fc^IE 

r * «xtttufli#«sft b it t «sos n/cit^tc^iEr 
13 -r^r ©gA^ajsis*' h^iET if -fe^^ajft-^^s 

m&mi) «»©«Atta«EiB**tffliA*a^'^. 
±iBigSfe©«A^tB^s«. ^-n^n. 

t. 

HBof-^JcJt-aii-c. ±ia-b^3>c<!:«:>i*i5-rs 

C ©*iJgiJ^Stc «fc 0 ±1 B«JS<*©^t* 5 ±iB^iE^Hi u t 

x r xmizmts? z> r t> -fe z.&mmm ^zmm 
ffe©«At£tti£sg#' h7 $ txviimtMm^z&m b tc 
»%^tfigft^'&±fafife©eA^ta«g5ciiffrsji 

Tt^^3«(*©*![tcS-^^T:. ^iET^H2^©«A©W 

Cs«^8] 19*317 {C*5l»-C. ±SBffi«!(©gA^a 
^S«. 5P.tc, ±IB^iE^atlr^fii©ffliEfil-C«>S 
MiE L S l»<B*iBlf.-r -2-ffiiE L # lHBGtt^R& . ^© 



t ^ix^inmt Z> fc ©T S> £«AtfcfcHi-'X7 i A. 

JJ2*HSf*£fiS^f5lM:> ±fB^~e*asifflS«3MaK:<fc io 

*«rifi£-r* <&>©-c*s«A&w$sa. 
) [Ift&VlO] sS:RS9{tf£tB3tt/c«At£tHSia<!: 

jbiBftAtamssaw:. S6tc, ±fB-9--e^a5WSiJ# 

rs$r„ ht?&t»i*iJSJ3nfc»^K:. SS^»«a 20 
f-O. Sttsie-Stite^y r£_tfB*5<i: 9 

C©tjfi§<*£jj)t3MaC!: J; <3 ^£3 *i/c8tiS{*©£fc**Bfr5£ 

c wmmmc jz 9 ±t a^Etem u $ 1 >ma±tc tn-itc 30 
) &*<&xtkm^*?- a. 

C ©«AtfcW^a&c J: 0 ^FiET * -fe * ©ft A* s #tti 3 *i 
fctg^K. » r SttKjKatiW *f^2 <!: 
ts)V— 

{¥m<ovmttmi\ 40 

[0 00 1 ] 

fgifc^ (DDoS attack. DDoS: Distributed - denial of 
service) fc <fcc>'#ffctf- YX*r + lsimtsi£<DT<iET 
*Hz X©«A=S:^tti-r S«A&fcb$Sa*5J: cXf* 7^ A . 
tt 6 tfKl±f 2g A& ttJiia#JB I, > 6 ft - * KHf 
4. 

[0 00 2] 

[U%&>®M) n&tPh. Do SJjtaS^ct©^iETi'-fe 
^©«A=fc^ai-rS{tAt^{iS»g (IDS: Intrusion 50 



1#pg 2002-252654 
4 

Detection System) #fc]iE>ft-CU£,, DoSljj^tt. g 
A=g© 3 > f * - £ rfr> P>Jfe^>tf&©=> > b* a - £ CcAfi 

©^^f-A';v-^*S^^i±-5Citc«fc»3. 
[0003] ±m<ois.x^mmm\t. ^©j: 9&$flE*> 
n> aim88±?r?jiE^K-'i'-5 f Ksij^rsaBu©^''5rf 

K^-r-SCtKJrO. ^iETi'-te^©«A ; &^WU-Cl> 

c;iMff7c^- h^iBSEufc^v ^*s#^nri>-s>. <&a 

^jtff7C^- F =&J(Hti b . fciilil o©i*{f7C^ 6 1 
-3©5ll{t5fe^©-'^ ■? rS#lt^«:£t>t8-£fc<b'"K:. 
iET Z-tX-Cih Z> &te. C©«k^^«A^ 

[0 004] 

^»©)!Hl7C*^iAS8>!t^©iMft5fe^^CC^-er „ 

S11T-&DDO siis<tm^n-5*>©*i*s. .to JM* 

WOCli. DDoSiJfSSti. SAfC^^fa-?*^ 
3 g©3 > f 3. - it icM b ti - is x > h i WSti 6 V 

y * > r % V *- h Z C <t (C «fc *) ijl^»^©3 > 
f»-^{C^<©A-!r2 > rfcjifiS-li, UC^*f*©3> I 
b'a - £ ©->* ^ A •; V - X=&9-£ Si±*CtfcJ:»5^ jf 

S3 > f * - 4» % > s ■a■^.^f &© c <b -c*?. . 

[0 0 0 5] C©DD o SJjJ^ectol^Tli. ^3^©=J 

-,»^C^$n*S«7C!i<-h«. ^«cS«^©fc©i* 
U?ii*i^T. «A^ffiSg«. *«©^^» rAiS'J 
*fL,-C*>. #^t*T^-feXS©iiJ]n-C*S<!;*lJK-r-l>"5J 
ZVtcib, SejfeCftA^tti^g-Cli^ DD 
o SljtSS&<J:©^IEr5'*^=&A»K^Hl-rSC:i*it? 
*>iUi©Fp^gi*535>ofc. )Jt*i. ^jET^-fe^r*S*3 

fA f > i^to-&-c*«tc#WWWft:flail* 0* 

[0 00 6] ^C-C. *lfeW©gfi«3«, DD oSiJf^ 
i'©^FiET i^i2^©{f A* Sli)K)(CA^«fflg^^a-C 
» S SA^ ttl^afc J: V ^ X f A £&«-f & C i f 3b 

z>. 

I 0 0 0 7 ] *^W©fl6©aW», ±!B«Al*fti 
[0 00 8] 
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[0 0 0 9 ] 

[RW©20fc©#«] fitTttt, *ftW©Xtt©J£lft 10 

[ooio] ftt&Dj&jBi 
- * 3 i 4 wr -5> fc ©r & 

[0 0 1 1 ] ifSP* V 1 KB, »»©=>> tf* 20 

<fctfFTP(File Transfer Protcol)1?--^T&£o 
[0 0 1 2] 9M**tm9*9 K 3 0§3 

>b'^ — £4, 5B, TCP/I P (Transmission Cont 
rol Protcol / Internet Protcol )£rilfl 7* P h 3;U«b 30 

TCPlt OS I COpen Systems Interconnect 
ion)#ra^f r ;V&C:fet:t& rJB©flKt:/n h 

a^r*D, IPtt, OS I h 

;VB, TCP/I PtC|H3esn*«>OTft<. A R P (A 
ddress Resolution Protocol), R A R P (Reverse Addr 
ess ResolutionProtocol), 1 PX (Internetwork Packe 
t Protocol), N'etBI O S (NetworkBasic Input Out 
put System), I CMP (Internet Control Message Pro 40 
tocol), I GMP (Internet Croup Management Protoco 
1), S P X (Sequenced PacketExchanqe), N C P (Netwo 
rk Control Protocol), R I P (Routing Informati on Pr 
otocol), NLSP(Netware Link Service Protocol), 
SAP (Service Advertising Protocol)!^ £ '(DfaOMfg 

[0013]S3>k^-^4, 5B, jEWft'ffrarF 
;i/r*4TCP«:fi£-D-cffl^=i>f A -^icDPa-c-fe 
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4. JiQJtfmtCtt. ^fffife J: tf*WOT© 3 > t: » - 

*nm>*>KD* 3 s * ^> f^* *#*fr&*is c 

£KJ:D-teS/a> (fetStitiMK) #«fiStii. 
[0 0 14] SeccJMtffjtCM:. »MB03>tf»-* 
B, b*»nf«©3>tra-*{c» 

B*fc»ur«a«s«/^9 f cok, « 

CD n > b" a - * K: fd 0 ^ r * o 
[0 o l 5 ] ttucjfrgo-c, femora >tr*-* 
B> F^kDaflJfciiSBJScf^— 9 h 

On >t:*-*B, ±issnfflH© =i > t: * - 0 
^n/c-fe^ 3 >^!^^r±sa^-^ ? h ©^ ? #ccsb 

*i»»J©n>e*-^cc*fUT:aMi 
F*a*rr*. c^ur, ^a>*s?Eftr 

So 

■ao^srW-rsiBRo^sr v&mmztix < tit 

[0017] — 15. *JETt"txmt\X 5tmA<D^> 

P»3 >ta^ iC^ff $ n -5 C i CC 4 „ 

[0019] 4^Gtt<D^]B 1 CC«&^- jr 2 B, ^FiET 
Xl>Z>. <fcO**W«CB, ;l/-^2B, 3>ea-4r* 
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US-K-Jr? F=&EWrf-&. m»#*.*iB. ;U-£2B. 
ffjc I PT FU*. atflHb I PT FU*. a«5E#- I* 

taxzmmft*- f ft £-©•&-> 3 >a*tt$a; & & wc 

[ 0 0 2 0 3 fcfcU T * "fe * M<Dt$miC& iXlEntl 

[0 02 1 ) *cr. :*SliSi©J&8gi«:<fcS.>i/-*2 

±lBJJfse©«**frtt. iE«ft"te^a>«:»l/-C 
©#K^T-2>£s#-C*5. /ciAll ±fB^f5£©ffi^^ 20 
#B. Hz^aVtf^Ki&rTUfcCirifcS. -feVaV 

M. JHtx-Jr? HiJ^Mtecfc^^^^ F£tfr<fc*©-b: 
a >t£§gtit*B£#MO. JtHSffWaWflH-C— » 

T. g£o T l> < *Jftite©l3: t A, if it. ttTZ-bXldtt 

[0022 ] 0#>fc. ■fe->3>*5iE^«:IS3LL/rtiS*i 30 

ff-9Tl>&*»6. fi£3fc©<£5K£M&#- Fte^tf&fi 
7G#- F %MtS-rS«WC»B«'Cibo/cD D o SrfcSS 

[0023]i2«, ©#EJS*5*f SE&B-C* 

B. F «7- f Hi 

ttzm&KDmm-fv F=»JWB©f e -** 5 firi/-Ct»S. a 

ttffjKB. 'N^yjCB. SSflTCl PT F*U*. SSflSfcl 

PrFU^, ^vhfteJ:otl-3C!)ti'3>«:IWO 40 
•bS/a 9 Ftf-^JiO^-^l/TTieaS 

— F. -»-c*-s» KDjaSfllW***^^*^-*-^^** 

[0 0 2 4] S^CC. ^?#(CB» fciittf. 9t'i#v 
Y<Ot*trv FS#EI2«::bW£tf * F 7-? ^teJctf? 
^y>F*7-b» FK:BBa53n-Cl,>-5. &tc. &«©-> 
->rZsZm-%t,Cttm-??>s-itrv F©^ fciA 
B. K*SCt4*t^<*» F-r- 

**«BI2tC*5B4t:f F^^fciaieSflTO*. 36 50 
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K> ^„$ficB. SBHlo/^j F©tt8fc#IS2lc** 
WSt? r^^CCgExfeSftT^S. 
[0 025] 03 B. ^-^©rt^Jd^jKr^P f 
*HT*«. *-*2tt. ±a?©J:^tc. ^SB^F? 

l/^OT^-feXfcgmU ^jETi'-feyWSAfc 
t£UJ Ucif fctfg©l*iBi5* ? F 7 — £ 3 ^©«A£*g 

tt. /U-*>*»1 Ofc.fctffiA&ttiSSl 

[0026 ] 0 B, it-SB* ? 1 

frbmm&i 2±&vtirui'~$t2ic&m?z>'vr-9 f* 

rtSP*? r ^-^Z^WLhta*). rtSP*2'F7-i'3 
*>6ffi*3h«^!rv F*JWP*v F7-* ltctfUtU 
C©JS^. JU-^^^SPl 0B. SAtfciHSB 

[0027 ] {tA^ttJSP 1 1 U> * 2 «C»B!T-*'< 
•{r„ F©^f^4l£m-r?.C<J:{Cj:i3^iETi'-fe^©ffi 
Afc&ttJTS. .tO^Wtcti. «A^IBpP1 IB. 1/ 
t^fiifettgBl 1 afcJrO c *fi£{*fel£pin 1 b£«l,T 
US. UStMBiElf.asi 1 ali. ±ia^FIE^aiL#Utf 
nth^lEtt-r-Sfc©^**. ^FiE^tBU#t>ffinthB, 
5? OttS^^ffiEtcgaS-C t & fc ©"C$> *) . fc 

bB. igB^ig^lBtfrSt©^*)^. 
[0028] gASItHSP 1 1 B. f 2 (ciiJg-r-ST 
-iT©Aert, h?rMfL.. ^lS^ , -Jr ? F©^f^*aai 
0. *2/a>ifeMB!ir*. ffiA^ttiSPl IB. £©!3U3tJ 

$ti/c-fef3>tcge-5t«tji{*=&iRS;L/. ±fB#iS{*ta 

tCSl 1 bKEttS-tf*. fgA^tUgBl IB. C©«® 
itt&Vmi 1 bJOBtlS*iT«,»4*IBW*©«Btn36i±IB 
L#UfflsBttpBl 1 aiclBtSSnru^iE^taL^C* 

A©^*=&^Wr-5. fcU4)^IETi'-fe^©«A^a 
U/cti^. ftA^mSPllB. OttT* 
*^L/. ^SP^f F-7-^ 1 fc5g^oru-2.^*- F 

[0029 ] (SAt&tfJpB 1 1 B. fctiLB. Jb— *2tC 

B. ^|Jn>t' ju — FB. ai'fi-*^^ 
A%IBltb'rt^-5> I C (Integrated Circuit)*} J: 
U*JStt-r*4©"C*»). ±IBn>fa-^^P^A 

iOSMffltCjU-iB. {SA^tiiSPl IB. ±fB^FIET 

^■k^m-^v ^A^iBtiL-cu-s. i cfejc^-* 1 ; 

[003 0] 04B. *3fi(*=&^-T«iE^-C*S. ±M 
©J:5K, «itmi. -bi'3>c:iCC^ES3«i-5fc©T 
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mmycl PT KU*te«fcL«*fi5fcl PTFl^X, -fe^a 

fo«t O'jlHf h & £'© h5>**- h /f©r- * 
t, a&ffil^cK&T3»iI{*©T KU*£fEftf £-feV 
3>1f$67W*i' , ./:/*tfi'># £. ttfctZ-bisa^ 

ttAtfcWSP 1 1 CC«t 0 S«# 3 ft fc-K^r h Otg^-C* & 10 

hSfciSrWr*. Scfc. »&«£©«&©«*£ 
flrtctew-s&fw *2"J:/£3j<- / (nul 

L) filtfiBMSft*. 

[003 1 ]§5, 06*$J:t>'ig7tt. «At^ttJ§P 1 1 
{cte^-C^T^ftS^FiEri't^^ttiMil^SftBJT^fc 
*©7a-? + -h-c*5. ^JEyiUz^tfcmMStt. 

[ 0 0 3 2 ] H 5 tt. ^*^S/5K^a*UiB^T2> 20 
fc*CD7n-^ + -h-C*2>. «A&tiiStU ltt. iU- 
^{caKST*^*-? hSr&ftlSl 2*>6B5tf§t, 

v/s i ) . a***-? h*^—?^*»tars 

» 7'S 2 ) . *©f£. ftA^UiSB 1 1 tt. ^i*- * 2"<£ 
^7"S3~S5) . 

[ 0 0 3 3 3 <fc *) JttttfJKtt. SAtfcfcbSB 1 1 tt. #B3 
Sftfc-t*-> 3 ^fiStSU^-iPJ D-fe-> 3 >ISBJ!l-?-©1*jg<*rt* 
$j£#gBlfSiJl 1 bCCfBSSftT^StfPg^Sr&jfrr* 

^S3) „ |5]DHz->3>3^Q^©#jitt#*ft 30 
tf(^f^S3fl)YES) . «AtfctBSm ltt. 
«ii&£MSf-f £ (Xfy^S4)i J^HtfcffJKtt. 

» H»tIW4. —73. HCfeS'H 
#sfrtffttt (^f-^'S3©NO) . «Atfctti8Bl 1 
tt. MSR-te -> s >HS»U^K: WlCt^ S8l$§{*fc#r tc &c£g£ 
■T-5 Uf -^S5) . TUtoiy, {tA^fflgPl ltt. 
04«:>Ts3ftfc.£>jfc«>g{**^U S&titi£#*«t 

fiftettwi i bedsits**. 

[0034)*fc, «At£tti8U 1 tt. HStftSftfc'^ 40 
v \-<D^v tficm&'-<>rv VX$>Z>Ctmti££tiXU 

fcWfttt (^f -^S60NO) . OAtttHflSl ltt. 
%&9m*feT?2>. —73. m&'Vr? h-C*fttt 

f^seoYEs) . sA&mas 1 1 «. %m.m:^ 

*>5*>*!SIS!l-rS Uff7 - S7) . — SfcL-COfcWft 
lf(^f-;^S70NO) ; &*©->-• !r *t 

JST-SA^ h ©i!j»dSilftTl^PTt6tt*5*)S/cfe. 50 
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gA^wsp 1 1 tt. tt&ttvmmz-ftmcumrz 

(X? 5 7'S8) . —73. — aLT^fttt (Xr^^S 
7 ©YES). — m<D'-Vrv h £T^T§{iU-fe-> s > 

rtt. %&*isia>ictt&-rzm&#zi&m-rz (zt 

v?SQ) . 

[0035] ±as©j; ^tc. «A&mspi i tt. -a© 

T-5. L*>U fttt't*-? hCSftSrflfgl/ft:©^^ 
©A* ? h AijiftT^-5»?ta«)/cW{C«3fti**-^a U 
ffl^-C gA&tHSBl ltt. 

c © J; ^ ^Wig^^FiS^sss-r-^ < . ±tejK&tt£j$ 

[0 0363 it^^^Mn^^f-r ?>J©^. «A^tU 
gpi ltt. Cite. «jBrt**^*i->r«. «k 

Kt&ftffHcM, {SA^Uasi ltt. — 3£^»3*iSte3ft 
?tC tlCJfc&L'C (^f 5 1 ©Y E S ) . l-?g© 
®jkft*tt$i.i. L(^f^T2). ^K^S^*©^ 

> 3 >f£SMtt#8© 1 o-e**»»-»^ v b$mmmi& 

wtctt. sA^mspi ltt. v vmmnntm 
&mmt*tmh> ±ta— ^mmxkm&hx^ns^ 

ffi/ifco-c. ?fci^.Kia. 3H. ijira^ir*-5. 

[0037 ] ±i3-SB?P B U^±giauriifttt. tctZ. 
tt. #|PfffJj©=i>f3.-$-C^-&*i#l4.L//c. 
ttfI*-9— 'N'T^^^b/c. * t**S3t*6ft*. 
L/A>fc, TjETf-fe^T^^^A^VT-SOttS^ 
&CAS©A-Jr 9 h *ii'J#-r -SCt *ffi#fttt\ 

T^-fex£LT^tH-rs^stttt/«c^<b#^6fts. ^e- 

©fcit). ±IB-^B#raJi(±ig3aL,TCifttt (^x^T-T 
3©YES) , «At£ttJSI31 ltt. BWL^i'ayicMfc 

[0038 ] -73. -^B#P^«±^jab-CU/3rWfttf 

(^^■^^t3©no) . ^Tv wmm&pxhzt 

t%?Lhi-iZ>tf>!i, tSA^tHSPl ltt. T^XCDffi&fcU: 

o^r©^ + f >**&7 U/t^SA^fiisii-r 2> ( 

n5). 'T'<-C©^jtt*5COLiT©^.+ i->*s**7L. 

rt»awti« (^f-;7 - T5©No) . ftA^msci 1 
tt, *x<Dm&#*ztmtL (^t 3^T6) . ±iaxf- 
v7T3<Dmmicm7-tz. —73, r^-c©^#tco 

l»T©X^ + >*5JO'l,T ^fttt Uf37T5©YE 

S) . «AtfcffiSBl ltt. ^K«is^7-rs. 
[0 0 3 9 3 «±©^ll(c «fc <0 . «A^fflSP 1 1 tt. IE 

■bu^ 3 >cc»j6'r*«a»Koi»rttisii«iaiiL r 

t>< CtKfc*. ^o-CL><©tt. ^FiET 
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*i2X&C#Ifrr£#S&#£i,>5tifCfc£„ DD 

0 SijrS<D«k^^iET^H2^ti, ±&©<fc5K:> *fi 
©^iEfrb^s^SLT;**©^-!;-? F*j£{3L&tt 

S»oTl»4«HS{*©»*«£tt*itf. *JETf-k 

\mi It*. ±fB*iS#iJjS/KS«ia*5J:U f »jg<*?R 

[004 0] «At^tt5SP 1 It*. (,>£$&#© 

;£©&ffijg»!A t CiiCtSri. «fc 
B. «AfcW8P 1 1 B. ±fBt£2J3S!A t ©M&iCJSS 
LT U?7^U10YES) . fiW0-Cl>4*»»*© 
tttt n #CFiH* Hi L 1 t, >ffi n th&LtCft S *5*» **HM 
■T Z ( X ^ 9 713 2 ) . «jg»(Dtttt n #±f B^IE&Hi 
L*l»fflnth*»re**itf U:r?:7U2©NO) . 5F 
jEr»feX©fl^t*&l>&#*.'9i"i&*>&. ftAttttiff 

1 it*. mmzmifcTTz. «af*©*6»n** 

*iEtftUL*t»tfnth&Ub-C**i« Uf?7'U2 0Y 
ES) . DDo Sifc^£^tf*jEy^*©fiA#*& 
i^fcia-S*^. {SA&fcHSPl It*. 1 

C 0 0 4 1 ] J£Ub<DJ: 5 KCCSftOfi 1 tc «fctt«\ 
7s'-ir ^ y(cfEi£S*a"Clr>4* 9 F V-^HfeJ: 

#&-5T * -fe^fi©i&JDT:-*-5. t^lSS 5 <t D D o 

s?»*tt»wcfc. s»DDos?jeai*a*w«:*>-9 

[0042) jE*r»feX<C&jfrTStttiitt£ik 
Xtc|@Kl/-Ck>£#>6> «Bft»©«»«:i8E>*DDoS 
JfcPfc £- ©^FiET * -fe * icMC-T S«*tt©Jfc**:i* < 

[004 3] |dtCM0M2 

JhiE9lt£©7&S8 1TB, Hz f a >#iESK:»7 Lfc*»5 

[0 04 43 -fe^a >jWE*Kc»7 Ofc*»5*>tt. JtK 
-3t,»T*IJtK3*l.£. "J-ttfofe. «K^-iT9 h©^^ 
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*f«tcg»KtT*.4fc«>. «B?(ce*.tt. *jE7f-fe* 
T*o-Cfc-b^3>^iEmccit?7T-SJS^*5*-5. Lfc 

b^-c*stK^aa-r-54s-€-n*«*-5. — h 

[0 04 5 3 5 6tCJM*W«ctt. IEfltttafl|->-;U*& 

asestifctBtto^iry i--c*tiw. ftA&fcbSC 1 IK 

iES^'>-^t*. RFctctif-3-c— mor-z^Mmic 
im.o^'r v h tc»fi-r*^a©-c. 9 h © 
■^.9 ^KKiEstrcu 9 t-tcra-rs-r-f in 

BKSISni/^? t-£©IHIK:BS£&t£***£. fc<i 
it*. 'X'lVv hBft'W KD'i-tr? FftStffffct© 
20 9*-*a^9^tcfB&3*vCI.».&iB^ ->-^>^#-^ 

#>6 itfc^?- v h bhupk:^ 9 ^cihms nri^-s© 

SB1 It*. ^9 h*jE*«ctt*-r*Ci3WT«4. 
[0 04 63 — ^iE7 --rH**&$S*Mfc(Z> = 

9 h^Oiitf^c&OfcWC^OJifBRFCtC 

BKsaisn4^9-9 hi©p^«:«. as. h^^b* 

l>. lfc*i9T, fctjttf^-t*-9 hBk/<-n>©/<er 

30 9 n^t4iof-J'^» yecfeastirt^sis 

BS&4 i /<-f h©A^9 bS^r*Ltl,^C<b*5* 

[0 04 7 3 08 B. #*ite©J&«2 CC^S^tat**^ 
■r«ABI"C*-5. c©«jfi»tt. -fei/3>S*ttlBteJ: 

9 htiWR**©— ast-r*. iii#-»<*-s» hte$BB. ^9 

^*iJ:^7 r -^©M^ : &^tf>'-?-5r9 ha^i, ^SE^er 
40 9 hCIdSfNfgiJi. KafcW»S*ifciM|/<*-9 htt# 
©5tslT F l/X&lim-rZ'JV-iir yhf^i"J^* 

$8©5fesKT F U^^JBw^-S**^^ 9 httttT*^ * 

[0 04 8 3 0 9 B, ^itO^M2 fcff S#aW*&J08 

iESiis©^.« 1 ©<fc ^tcisj&^^tBX/ismwia (05 ) 
*j«fccf«ii«j«sjSKis (116) *aewctf5©"cft<. 

50 -s. &4». #*ti©j&»2fcjBi.»Tfc, ^atmiftsya 
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[0 04 9 ] dA^fcHSP 1 1 1 2 frfcrC* . 7 

V3-V5). 

[005 0 ] J: !) JMtftfcB. {§A&ffi§P 1 1 B, 

Uf^V3) . £R^a>«M^K»Jfrr 
^^3t<$^#aUT^n« (Xf^V3©YES) % 10 
«AtfcH395 118, -fe-> 3 VteKfltft©***'^ * b 5 ] J 

fife'**-* ha**dtf»»'<*'^ H»«**ffc«:&j|E 

[oo5i] —7?, ±e-fef ■ >wn L «:»itrr-*«» 

§51 IB, -fe5/a>**«*L ■fe5/a>l»**OTW« 20 
[0 0 5 2 ] S&tt, ftAtelHSBllB, RffSti^ 

-e*4*5**«»Jr* Uf?^ve) . 

FtfttfhB (^f^V6©NO) , {tAtfcffiSPl 1 
B. RtcBtff 3tiiJ»^9 HftttiLTffSFS 

£#&£*r>e>-c&*o 30 

[0 05 3 ] St*'**- * h«*RO*CCfe«l*^ 9h& 
tttthtf (^y^V7CDNO) , {tAtfcfcBSBl its, 

&J**y hW»>ti\i (^f ?7*V70YES) , fSAtfc 
HUSH IB, — JfeD^*? htt^tK»Ofc*S*t 

[0054] mwwMiemt* wwstifca^^*- * f 40 

<t#^?>n^^e. «A1fcttJSBl in, %&nmz&7 

t5 B -ScUTl^n« Uf-^V80YES) , — S 

teats* 1 iB, htifej&stjtfr'rs 

V9-V1 3) o Tfrfc^, h^T^THK 50 
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[0 0 5 5 ] «fc OWMWcB. SAtettlSB 1 1 B, 

^ltlK 0 S6te*tt«KCB* «A*tii»l IB, 
*WJ-Ti Uf-^^VQ) o S6«C*{*W*CB, ftA 

tttuvi ib, maicimx*y h*»*tu ^»5fe 

tf (*f*?:/V9CDYES) , fllAttfbVl IB, 2# 
1<DW7 HOS^T* Ufy^Vl 

0) . 

[0 05 6] *(D«, «AtefcBSR 1 1 B, T*<XWr 
Sector, fllA*HJWHB, 2f|0Wfh^* 

±ia^f-»^vo©«JHi«aiK:»ff-r*. 

v h©IS**«fTmtf Uf^Vl lOYES) , 
^RH2i/3l/BjE , »-fe^3>"C*5t**.6^ *^iE 
*T^Hs^T**4*iL6nS3&>6, ftA^WSPl 1 
B, ^ig«^»^©^-r^ (Xf-^Vl 2) . 
[0 0 5 7] — -fi x ^f-^V9 ©ft*, f 

B, ^iE^*^-^ h-CiSnHfett^Sferiffl^cft, MA 
tftfflWllB. CCDBf^i©/^-; h^^I?: 

3) . 

[0058] 01 0B, 2 ©*JiS*«ffiffJ(CSi?8 

©|ig@ibr, ^a®, 7 s -* (D/L) H, 1 
PJ1, TCP»fccfctf±<iAP»*^UTl>£. ^/c, 
;l/-^2B, h 9-^®-C^>6 I PB^sJ:^ h5> 
^Jl<-hM"C$>^TCPJl©F^OC I DSI4Wtt^ 
^ e ;l/-*2K:i(a-r*^^ FB, I Plfci^TC 

[0059] «±<D«fc ^tCCl(D3llffi©JgS82 CCjrtitf, 

-e<D^it<* ^iET ^ -fe X tcS*{E L T I » * 4> * 4 C 
tZ&WtVZZ. *:<Dtc£>, ^flET Z^z* CD{SA ^ffift 
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gS&tfjtOtfeffi"?**. J;-jt, -te*» 'J -< <fiif &©& 
[00 60 ] XftO?Bflt3 

±§2#life©7&S§ 2 -ca, — g©;^ h 5r-r^T HStff b 

*ddo s?»ttir*3Bat«c<*fflr*ct3&»"t?»*. 

[006 1 ] -hS&©<£5iC. ^JE^iry YVZ^Xit^ 
^tUB?©'**-? h £©lffl©££14«!S:l>©-C. — £ 

£5ici,xm. 

[0063] «At£tHg& 1 1 1*. iftfSS 1 2 *>6'f*- f 
Y*mw?Z>t . _hi£<b|g]tlK:> ^Bk 

r--,7*W3©YES) . «A#ttib8Pl 1«« IMfefllSitt 
(^f?^W30NO) . SA^tBSP 1 it*. ±ia-b-> 

7"W5) . 

[0064]$fc, SAtfcttlSBl 1 gt#©$iH** 

[00 65] ^-©ts^ y^^m^fLxim? 

Z^lrv hWWf$2tiTl>Z>m£i (Zf-y 7'W6©YE 
S) . {SAtfcUiSIU Ui> IKf#S*ift:^if ? h«h^SfcS 
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^?nti»5^^? h©^*? hgtfitff sn/c^'-jr 

9 h ft rustic SAisfettiSin ltt. W#S 
titcWv Y<Drtiry Y&.iflffi$ZinX\.*hm>*>r y Y 

[0066] •^ytncisM2ti-a,>zitmt&£&&t 

S) , ftA&HJSPl 1«. BtffSftfc^*;. h<b-S3#$ 

nti>5^5 Ytzm-g-rz . — 

i/-*l/X&-%Xl$mfrltj&m-rZ>iy-y YX&Z 
tttlZt-X'** y hS^i'©^ y ^©1ffE^6H^!±*s 
&<*S^^T-*5ti-& Ufv^7©NO) . «A 
tttUaUltS. C©B#*fC*i^-C^S[«|jt{**«fg-r2. 

[0067] iiE^r-^WStt&^TA-Jr? h^ite^- 

Ltc&. ^A^aisBi h*. -r^-c©/^5. h©*S^*i 
^TU^s^^fJS'J-rs (^-f-^^i o) . 

7L.Tt,>&W4'ltf (^fv7lfl 0©NO) . «A^tB 

an i«. ^Ms=&^7-r^. ^T-rn« 

7^97171 0©YE S) . ^Tf-lr^tiiE^Ti'-feX 

[0068] jy_t© <*: -5 ict&moym&z fcj:n«, — 

ic. ^•©B#*tc*it,ir^f*©«a=&9aE-rs. u?c*i 
or, «i*{*©(Sg/?KS?:ifiaK:^-rsc:i*s-c# 

^<otctt>. mm#(Dtm*ti&? z>mmzm< vx 

4>> ^«t^r^-fe^S©i@7^«r^jEri'-bX-C*Si^ 

[0069] mM<omwi4 

40 SI 2«, *^©3l«fe©^4«:^SgA^Ul^g*5 

Mt*s. si 2{c*si^T. hi tmcmk%w<c 

[0 0 7 o ] ±f 2JUSfe©jeSS 1 lo©rt 
gp*f h"7-^3*no©;U-a»2S:?>Lr?fSP*? h 

iicmmzinxi>zmmzwict-yxi,>z. tn 
(c^to-c, ^^©^4-ctt. mkwft&*v Yv- 

f2 0A, 2 0BtWC. a«flt«©rtW*9 Y7-2 
20A, 2 OBi^-SP*? h V-t> 1 <!:?:■€■ il-en;!/- 
S0 f21A, 2 1 B?r^LT^L^fi£'Sr^I«:to-Cl> 
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[0 0 7 1 ] £*)MtWtfi)St\Z* CCD3>f^.-^VXy- 

lifn^-^2 1A, 2 1 BfcrftLTi'fgP*? h"7- 
^HCg^Sn-C^So SrtSP** h«7-*2 0 A, 2 
0B[*J±fc£fc, ;l/-*2 2*^U"Cffi»SntU5. 
2-3Ofiap*^h7-*20A, 2 0BW, fctfctfBI 
Cjfe»DII«c*Wlrt«:«il3n-ct»&. Tfcfofc, * 

tt<D*4 2O0rtfiB* v h!7-^2 0 A. 2 0BHT 10 

3£*X/Clr*S. ±tt«3*«2 3B, 
^tcRKIbTRW&*a, 2oco;l/-£ 2 1 A, 2 1 BK 
Uffiig2 4A,-. 2-4'B**UT«»*3-*vCl>&. 
[0 07 2]il3tt ±iB2oCD;U-£2 1 A, 2 1 

20(D;U-£2 1 A, 2 1BB» C>T*i4>> * 

fc. M-^2 1A, 2 1 B«, ;FjET*-feXO{ftA£ 
flttHl/fcaWC* ^I7^t^^[ilfi^9ffl82 4 
A, 2 4B*^LT±fi[«a««2 3«:S6{B-rS. ^FjE 

[0 07 3 ] ±tt^II^S2 3 B, «*«£gP2 3 a £ 
*IW4. «f«t»2 3aB, 2o©A— *2 1 30 
A, 2 1 B*>?>^FiET^-fe^tfea^*Sm^/c*^5^ 

T&^o ±£E<D±e>&C % 2^->2 1A, 2 IB 

B> TOr^-fe^*FliWB«c*»*"3T«tt©**fe©'tr 

3tCtel>T\ K*CD^->2 1A, 2 lB*>6^iE7* 

B> ^iET**^*ffl*#CWSI«7cO^*» ifcBW 
[0 0 7 4] Ell 4 B, «A^ffiS!U 1 (C*a»"CW¥3 

tizm»»mMmztm'r&tcto<Dy p - * * - n 

Sflf^<D*g$t n WjEfcffl L * lH» n tNSLbT* S 50 
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O) , ^AtfcfcBSPl IB, S««»*HtTl"*. 
«Jfi#<D*8ttn W jE*HI UftOlIn thW±*C*ti« 
Uf-^X2OTES) , «Attffi»l IB. #- h 

*$flg^2 4 A*fc«2 4 B**OT±tirtra*«2 3 
[0 0 7 5 ] ltttia2 3B, a»l-*J:5<c, ffi 
fcj6DT*Ce«-»*^-*CCjJS«l-4. *Ct, ftAl& 

asm is, ^iEr^-fex*fflft-^*±«t«ffi»K2 3 

Wf??X4). 

[0 0 7 6 ] H£tt-«**ttt/fcJI«. SIM«eMP 

t^^uti^nn ts*cc^jET^-fe^* s ^ori> 

1 OtCT^-kXU * f »7 — * 1 <b<Dg^#- h 

(^f-;7*x5) . — u x m/zm^rz&m 

1 1 B, aWI^Tt^. 

[0077] hi 5B, ±{mm%m2 3 (D«#*fi£8B 

+ -hT'&£. «S*ljeW2 3att* ^lET^-feX^tH 
«**3Hibfc^**«»ll"* Uf-^'Yl) o 
IE7 *Hz*teHl{f-S|£S{rr* i Uf-^YIOYE 
S) , «#*03eaJ2 3 aB, flfe#(D;l/-^<p6^jET^ 
^^^fflM^Smi/^S^^ffiOl** (X^y^Y 
2) . g*«£S$2 3 alt S«[*B««ffll©W»* s 6* 

^^Y3) , ±K-s«m* s aiai"*i-c±iB«g«Ba- 
Hifi^aiff s^ioccBiieKoWFiaa^^sc t 

[0 07 8 ] ±lB^f ^"Y 3 tCfel^r— ^ra^Mia 
L/ciWJStl-SSroratC, ±fB^f*^^Y2^:fcli 
Tffi^O^-^^e^FiEr^Hz^^am^SfaL/ti 
«SIISn4i. S««€SS2 3aB, ^iET^-fe^co^ 

^^Y4) o —iS, ±tZXTvy'Y2(iCto\<>Xifcf5<D)l> 

L>$$±fB— sei^rBwea ^jEr^-fex^tH 

ft ^(DjifiTcT* *> fr-t? ^Omtj; XSQtf JJ0 

XhiL3$XhtiZ>frh, flW*BEBP2 3aB, ^FjET 
^H2^0»^«r5Sl**«IS«#*±EaMi5c©Jl'-- ^ 
KiS«l"& Uf^Y5) o 

[0 0 7 9 3 H16B, ±^<D;V-^2 1 A, 2 1 BO 
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1A, 2 1 U-Tftk, iifi^n hn;l/0P§HiU 
T, «g£Jf « 'J (D/L) I PJf , TC 

p»*5j:c/±*a[APJB**bt:i»a. ;b->2itt 1 
^- nr*4TC Pir^ii/ti^. i PB*fcB 

TCPJBT©««*8*B. ±{4^S$£S2 3«I*0i*ft 
[0 0 8 0 3 «±©<fc^tcc©SO(i©JB«4«:j:n«, 

9— JM5»*C4**-C#4. 

[0 0 8 1 ] «C*J, ±»CDK9i-Ctt fc 2oOF*9SB* » h 
9-^20A, 2 0B^n^;l/-^2 1A, 21B 

Kl4oTt>4 0 L*>U 3«±<DrtSP** h7-£3*r 20 
[008 2 ] *Jfe<D?f2*S5 

JdES5HO*«4-Ctt, Jt&WSi£g2 3K:fel>T«!gfc 
<DJl/-*2 1A, 2 1 B^<D7*-fe*ttSl*KttU _h 
(4^^112 3 Cc4SC^r^iET^'fe^«ia©«»*jK* 
tf^T^O. il/->21A» 21 BB#CC±fl»»*iB 

7&S5TB, 1 oO[);b-^CCfeliT^IET^^^CD{iA 30 
©fk»*iJK*^-* B#&t*Jt*"Cfr 5 C 4 4 ltl»6. 

[0083] ctDffatnn «as©»»5(c»6 3 

>f a -^^fA^ ±f^U6(0^SS4 4ra«ICC, 2 
oOrtSB^ si h "7-^2 0 A, 2 0B«n^-^ 
2 1 A, 2 1 B^LtW 7 h7-^ 1 tcS^U/c 
iSEi&otfcO, W»>h7-^20A 1 20BK 

hbiot*;i/— *2 i a. 2 i B(cft3Btsnfc±tisa 

gg2 3^tl^ 0 S8a>t^-$f^f-Ali % 40 

HI 2CCttMr^ fl TJ:9(C* ^-*2 1A» 2 
1 B|pl±^#ffl^3 0«^LTffiSlfiMLTC^. <fc*3 
'ftffrWKlB* SS3>t^-^^f-^t 0131C& 
«T5VT«fc5K:* §;W^2 1A, 2 1 BrtOgA&tti 

[ 0 0 8 4 ] H 1 7 B, *3B*©»«5 &c{&£#li§#& 

&mspi iB, _bc©j:9«:, «a^wspi ib, &m 
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(DNO) . gAt&HSSBl IB, ^i^iifc&TT*. - 
* % M*«ilknWjE*ajl/ »l>ttn thHJbTfcti 
tf (^f^Z2©YES) , «A*£fflSPl IB, tf- 

3) . ±E7>^^ttS»BOTtt, flfc©;i/-*©r* 

[0 08 5] *©^-*B. fMfiTSJ^CC, 

*i»««:B««*©l«»n*«triB« 
«*««7TOJV-*fciMrr*. *ct, ftAtfcttiSP 

1 IB, ig«ft^*S«Ufc*S^**JS!IT4 
^Z4) . X<l<t#*SJtLfc»d- (7f ^'Z4©Y 
ESK «A*U»1 IB, S»iS««#CC«*tiri» 

[0 0 8 6 ] <fc 9 JMtftCCB. ftA^fflSP 1 1 B, ±E 

a/ps^tflsa-ra. ±iEii*2®i*c>{tkthB. c*a 

HffikthB, *iH«HL*tH^thJ:9fc»l 0%&£ 

/.hSttfrc&a. 

[0 08 7] ±E«ii<*<Z)^»n^*2©L*l*ffikth 

Un^4*i6n4*>&. «Afcffl»2 2B, 
SI43»7-r*. — ±E«3t*©W»n*s«r2 0U* 
iMBkth«±-e*n«, fteo;u-^&c*5Ci-cfcr^*i2^ 

4**.6*i*#>6. «A*MB01 IB, 
otcr^-fe^ur^as^^ h?-* 1 4©«*W<-h© 

a»r*fB^-r* ^Z6) . gA^fflgpi 

IB, ^JET^-fe^OffiA^tBOfcgfOy 

st^«^«#*±(a«^«2 3jcas<w"* 

Z7) . 

[ 0 0 8 8 ] El 1 8 B, *SB»<DJB«5 tC«S«A1*ffl 

7P-ft- h-C*4o C©7*"fe*tt8aafi«#ffllB % 

[0 08 9] ftA^tHSPl 1 B, f&©;I/-**>67^* 

R 1 ) o 7»-fe^ttSZmBft-V««Ab^ld. «A^ 
ffiSmiB, T*^^«B*iWi7cO^--5'«:a»TS 
Wf^R2). J:9*(*»k:b. T^-fe^«iB*« 
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[0 09 0 ]il9(^ _hJ60^-*2 1 A, 2 1 BO 

ia, 2 i Btt, L»r*ifc* mmy'u v^^o^mtv 

T % : 7—& l )>& (D/L) 1 Pi, TC 

2icDTCPe«, *©*was#*«*«)**-i r z i© 

TCPJ|K:9£nU ifct5<D)V-Z2 10TCP1^67 
[009 1 ] «±©J: 5fc*30WW&B5 K <t*i«, fib 
«WBVUTC»ft. Ufctf^r. ±{£1iS§£{S2 3KTW 

[009 2] tc*5, JdEOJttW'Ctt* 2 OCDftSIS* * h 
7-^2 OA, 2 0 B****l*fWl'-S»2 1 A, 2 1 B 

*ti*ti-rt/-#*^L.ri1«*5r by lummox 
[0 0 9 3] JgJk©7Btt6 

8fc9:ia"e**. ^2 OKte^T. HI £HD«S88l$#tc 

[o o 9 4] ±em©x*tt5 a c& e;u-*©7*-fe 
^»©«Wra^jEr * -fe * r £> & *>g*> fcttBT *te«> 

Jfjta*£FjE7 9 -te * r £> £ *>5*> *WB-T & /ctf>«:{fe<D 
cD^FIEt&tti L # iMBn thttt© A- * S#t?ffliE-rs C 

[0095] ck osathit «»©ju-#«:. ±a© 

iET*-fe^««flt1fo'Cl»5. — 15. «»©^-*t«F 
jET * -fe * StPI«fCC« W 4 pJtBttO* 4 *> ©BUrT* 4 
ere, loojv-^cctjc^r^PiEr^-fe^^UlStati 

thW±i ft* £ -f 5 > * «: <fc -ottf^o < ig£ 
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-fct, *je»©jgJB7-C«. *iE7**;*tfttH<Z> 
*-f 5>^©m**Kb* ^jE^WL/t tiffin tt** 
-^#{5r'56WtcffliE-r4CitcJ:0, ^JET^-fe*© 

[0 09 6 ] *SSSOJgS86K:ft*3>tr»-**» h 
b7-*4 0A, 4 0B. 4 
0C, 40 D^WU, *4 1 A, 4 1 B, 4 1 

c, 4 1 d uanw*T*±*tt r^-*4 1 J £t> 

*i6£jU-*4 1 A, 41B, 4 1 C, 41 D«, Ml 

So AOJWttWCtt. «R©^->4 1 A-4 1 Dtt, 
*mB4 2«^br3RWc4BMSn-ci»«. Sfc. c© 

4 OA- 4 0D&c^ai/r^^*afe±{4 i gS^®4 3 
±fl«H*«4 3H:, M-*4 1A, 
4 1 B. 4 1C, 4 1 DK1#JB«44 A* 44B, 44 

c. 4 4D*^LT*ti*n«asn, t^t©^-* 

4 1 A- 4 1 Dfcfett4r***^€:lHrr*«tB* 

[0097]B21lt ttftOJl'- * 4 1 <DrtSBfitJ&£ 

DMV-^ySBl 0«r«A-C^S. SftA^HiSPl 1 
tt % !6«n*cB«TSJl'-'*4 1 ©«A«ffl»l 1 i# 

»K4 2^L a cffis««tsnrD«. s«a^ 

tt. ifc^PiE*aL#l*fflnth<tO fe/hSttffl 

filnth©?iIEfiiiUTfiJffl$n4 4>©"r*>-£>o «iEU^ 

mth^r 1 ^»RgLtfeJ;^CiBfe%5^*S. 
[0 0 9 8 ] B22(t SA^HUgB 1 1 CC*JW4«Jt» 

NIOYES) , «jft#fBtt9Bl 1 bK«ri/ri»4« 
SftO^n^U^^ffllBttSPl 1 a*CKfltS*lTl»& 

*»T»ntf (W?^N2©NO) , ftA^WSPl 1 

S) , ftA^UlSPl ltt, #-HUR*^-^>^Wl 
MHiEflKMt#«*mi4 2^LtRST^-^4 
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±gm&#<Ot®Sk n t *JE&tU 1/ ft lr>ffi n th©«iIE£}& 

[0 09 9] 1 ^©^-^©ftAt&tiiBfiA'^ffilEfi^i 
^#£Hi3*a-5£. ffe©f*<T©JU-£©ftAtfcfcbSB 
B, &*©7i>-fe*tti«. JW*»fcB**#©l*Rn:fe 
J:C«l|jE<D*i*IS***tfiB« (i#Sr^7C©^- * <c 
Jg<t-T4. *cr, ftAtfctfJSU IB. JflEJ^M-^* 
SfLfcfl ffeCT^TCMil-f •^>.>^--£rt i 6}IfI{f^■ 
£§{f l/fca'Stf'fcipMr* (^7^4) . 10 

[0 100] TtTOaitW4ailT4 i ^ 
N4©YES) . ftA&ttiSfll IB. i3ttSEflrflWK:£ 

Sft-ci^-sri'-fextftJifcS-^t:. a.n/-*©7*-fe 

Xfi^B^IE7**;*r&£jfe5Jfc4#IBiJ-r* (XT- 
. J: 9MtttlCt& ftAtfcfflSBl IB. ttjfi 
{*©*£& n #lfl 2 © L t ^ffik thW±"C* ?>*>§*^-r 
^rcDiKHt^tc^^-CflSO-rs. gfc. ftAifcfflan 
IB, a««8WS»K»-3l»t. «aW*©*8Kn*s»2 
© 1/ ft CMS k thfcLt-C * -5 Jt*#J£U:r * S 

SsfcfcWJMI-*. 20 

[oiou — jate£Lh-e**iti. flfe©;i—£-c4>7 

? Hz Xfijfritw&KtfJjn *IET £ -fe *-C£> SMSSte* 5 
H5t><!:«A6n*^6, ftA&fcHSPl IB, )V-?>>f 
351 OtC^bTS^-h^MKS-lte (X-f v7"N 
6) . *©&. v 7-N7K^T-f — -JEW 

*>e>. ft Ataman ib. xf-?^'N7 5cig^ff-r 

-5.. 

[0 10 2] ^f»^N7B, MilT^T^-r©JU-$ 
4 1 Kfc^-5,ffliE«?R«r±{4'gil^a«:il^iri*Ml-C 30 
<&3. «fc<3lM*tttCB. ftA&ttiSBl IB. ssmtt^tc 
^*nr ^-5?fiE©W^* : &±fit i ES^®4 3 (C^lfl 

[0 1 0 33 02 3 B. «A&ttJSBl l©7*-feXtK& 
iHi$aS*Si^-r5fe«)©7n-?- + - ftA 
fcfflgiSl IB. MiEJSwflH**«flM-*i (^-^M 

i) . ^jE&mis^mntbfoffifcv&^&zmmrz 

(^f-^M2) . J: K) MtfttfiHUt. ftA&HJSPl 1 40 

b, w&ffistimi i bit&m.2t\x\,>zmm#<Dm.m. 

n i 1«iE b ft l iffliBltSiJ 5 0 (Cf Sit. 3 ^ S1«IE L ft 

ft t >im thtt±r 4> -5 a>§a>£*!IJ3iJ-r £ . 
[0 10 4] #;»(*©*£& n J: 9 fcAft&*fiIEbftt>fiI 
mth#;fc-5t§£ (Xt-9 7'M2©NO) . tSlBDi&g** 
ftA^ffigPl IB. Jg&O^FjEtfcliil/ft^fll 
nth*1iIE-r^ Uf^M3) „ J:»)*#W{CB. ft 
AtSttJSBl IB. ^©ffijELft^filmth©^^^© 
^iE^ai b ft tiffin th<t 0 fc/jNS < . ^0^©nf3Tgfe 50 
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**&1*iEL*l»ttmthfc#Jfrr*. ftAtfcttiSISl 1 
B, C©^f5E§ ftfciiiEU ft l>ffimth£ftfcft;FIEtfc£ti 
Lft^ffinthib-C^S-r*. -&©«. «A*ffiWl 1 
B. Tf-feXttifil. *(*tttCtt±E«at*©l8»nilt 

[f-^tr^^BTC©^- * 4 1 iCilfff ■£ Uf^M 
4) . 

[0105]-*. flUg»©^«n*J-r^C©ffl|jEUft 
l>fitmthJW±T , £>-5>JI-£- (X7"v7"M2©YES) . W 
JE©i2-5B%t^6. ftA^WSPl IB. ^FIEtfitttLft 

ttltSttOtBtt n £ SilEJfc©^ s> * - i? £ *&ts&m m 
qitttiL L . ^f&Iffff-^iMfiTC©-*— * 4 1 (CiBfll 

[0106] ? ftAtfcttiSP 1 1 B, ±fe§(t<**a 
fcfcjEiS^Mfcl&aWfclWKT S 2 -p©;u- * © 5 
fc. ffijEJi^it^ i &^(tU-cftfc;u-$<i:BSiJ©^-$ 
tc*t L T . JhEliiEJS5%«-"»*lsasr * < * f- v fM 
6) „ 

[ 0 1 0 7 3 02 4 B. _hxE©4-3©JU-£©*> 
£4 1 A. 4 1 B. 4 1 C©«fi£^fiia*)CC|»BJ -T^/c 
»©tH^ia-c$>S. ;i-$4i B. li^n h=j;u©H 
Jfib-C, ^SIS. f-f (D/L) H. IP 

@, TCPlis<l;^±tiAPI^L.ti,^. 

[0 1 0 8 3 /cijUfJl—^ 1 A©TCPJ!{C*sl,>-C 

^iErf-fex^msnytJa^, ^^-^4 1 a©± 

feAPIlB. ttT 2 ■teZ.*$itiiLtc.C 
<Dt&®.n*ffim-? : £>)\>-~Z4 1 B©±{4APJlfcil*Df 
5. 4 1 B©±(4AP@B, SISil*D«:it> : S : L/-C 

^iE^ai U ft Ufiln th^ffiiEl/ * Sl^BffiJET C <!: ^ 
< . T^Hz^^fe J:D>'t«IE©*^=&^ft7c©^-f 4 
1 A©±{4AP@tCiMirr*. $/c, 4 1 B©± 

ffiAPSB. ;V-*4 1 ArfP6©al*D£§iHg-3'£;l'-* 
4 1 C©±fiLAP)lKji*D-r-&o A-f 4 1 C©±ftA 
pglt ±ieji^Otcl£;^L/-C^jE^ttlUftl<^fiinth%?i 
jEl/*-5UBffliE-r-2)C£%< . T tftHte J: O'fflt 
iE©^«:;U-$4 1 B©±fiAP/KCiE{fr*. ^~ 
f4 1 B©_h{4APBB, ^iiftF«3^?:S?.CC;l/-5f 
4 1 AtCiUfT-S. S6>tC, ;l/-*4 1 A©±(iAPJl 
B. cne.B9ST-5-T'<r©;v-$©Ti'-fe^iHteJ: 
^/*?cBffiiE©*Si : &±<ltJl^S4 3 {Cdi^D-TS. 
[0 1 0 9 3 «±©«fc ^{C*H*fe©?F^6 ccinB. flk 
©ji/-^©T^-fex«ia?r#BS-rsc£U:J:»J. Ti'-fe 
X S©Jf ttlA^iET ^ Hz X T 5 ^5^**IJSIJ h -C I » 
Lfc*i-3-C. ^iET^-feX©^tBfflffi : &l^±'Cft 
L*>&. f6©JV-3«tc*Jlit:^iE*miUftl^nth 

£*s-CftS. 
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02 5tt. **6W<D**©»®7 «:<&S{£At£ffiiS§# 

qfcm-esi&o S2 5{ctsu-r. si iiBjc^eia^K: 
[0 111] ±f23U5S©»sn &i,>L6-ctt, ;i<-* tt 

-^^i-o©-9--tr^a^ijK-eti-en5*jt>-wwsi<t'i> io 

©#£:?\ET*4z*&tti©*f&<!:bTt>-2,. ?c/cU St 
h v-^citAS-e-SC-CJtK . ^©i^jft^-f^-^ h«: 

[0112] 1SSS©-9-- tX£S«-f * 1 -3©rtSB* 9 

f-»?-4>#;&-5ig-&. i -jo^-j-cttt ©■*- trx 
Srssa-r nai**. -e-c-c. )\s-$<D-$m*m.m 

< . JbiSrtSP* 7 h "7 - f CC*f L TS»©^ - $ * 
^■rStifcSC. 1 -?©;!✓- *K*$<,»T:tt 1 O©-*- 
exmSW'-<ir v Y CD frttlET i? 
5CiiL/TU5. fc/cU ±S£b/tJ:5«C, 1 o©;l/ 
-^tciiML/fcffeO-^-tr^SXiJ©^"^ y ViMtkttlC 

i!ia3-t±-5©wmi£t?*£>;fc«>. {c-eti-ehw 

[0 1 1 3 ] J:f3i¥ffi-r*a«. 1 -P©l*9g)5* » h 7- * 
3tt. ffii&©->V-£6 0 A. 6 0B. 60C (fiTO 

•rsittt r^-^eoj <Lt>5) ^/rb-c^gp** h 

9-fl(C^Sfit^. &;U-£60A, 60B. 
6 0CB. Zti-etl. l-o<DV-~^^m^C)tt^OX^ 

•5. 7 K#.5rtgp^ iumm-r 

■Sif-fcrxagiJtt. fc£*tt". 

*asott. v h ©~. ? ^taai^ <,> zmmft* 

-RciDs&S'JeJtg-e**. 40 

[0 114] S;l-^6 0A, 6 0B. 6 0 CfCtt, -e 

n-en. *ji 0-^-^*6 i a. e ib, 6 1 c («tis 

S*j£t)-9--^6 1 A. 6 1 B. 6 ICtt. 

n^n. f*3S5*7 h 3 fcTtt^sft *«&©-!>• - 
tf*«sd©9%. li^hws^-i'eoA. 60 

B. 6 0 CtC?!tjr>ff^e>n-CU.2,1t-K'^ffiJ3ljm©-v t 
-t^SSU©^? F^iL, ^FIET *■&*©& A 
©WM^a-T-2.. feiW-^6 1K(t ;U-£6 0 
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-S. 

[ 0 1 1 5 } ■ 2 6 tt. *^Sfe©^S7 K^SSA^tti 

gpi i«c*it*«a(*4fi!^«ai«a%iftwr*/t«>© 

[0116] gAtfctfJSC 1 1 tt. SifESS 1 2 *><5>^ 

[0117] h-C*<atf (^f97 - Q30Y 

ES) . ftAfefctHSBl ltt. ±gE*Jfe©JI5!gl&l>l/3 

SA&tasp 1 1 tt. nM<D&m 1 -cshu LfcS5 

S^^ v7 - S3-S 9©*!lII>&^f-rS. gfctt, MA 

fettflll ltt. ^6fe©^2-ctftBJUfc09K:teW^x 
f- v y'V 3 ~V 1 3 ©Mil*»f IT*. *^ctt. {SA^ 
tiiSP 1 ltt. 3Q»DjB»3"C»93 0fcHl l^te^^ 
f-;^W3-Wl 1 ©MS^^f -r-s. 

[0118] — ^. *t*^^--» h-e&wtatt (w^* 

Q3©NO) . {SA^tUgCl ltt. SB*'<* f KBKOE 

Kou•t«i»^©^fiX/s»f^^l^l?:^fb^c^ 0 

<pj h ©1£2 fe L- ft Wftl&fsET f -fe ^ *5fiS-r -S * 5 *> 1/ 
nft^*>e>, ttA&ttiSBl ltt. Stt'<*-s» h=£r3f- 

TSisiO-T— ^'6 HCKii-rS (Xf"7 7'Q7) . 
[0 1 1 9 ] m2 7tt. #^©JB<17K:{fc£*i£i3-!J- 

07 0-ft-h-C*5. t©te£')-v t -^6 1 «:*Jl» 

[0120] *5t*)?-'<6 1 tt, ;U-^6 0©ftA^ 
UJS151 1 5. b=&Sfrr^i (Xf-y^PKOY 

es) . ±ienss©^i ftLiUsot^-rn^-ciftBjL 

wr-s^a^^f-r-s (xfv7*P2) . jM*w«:tt. 
SA^HiSPi ltt. 30t©»»irttWLfcH5«:*jw 
$^X7 7"S3~S9 ©Mif&lltf -T 2>. * fctt, <fA 
feltligBl ltt. Sllife©^Sg2-ciftBju/cia9«:*jW*^ 
^7 7'V3~V 1 3©^l*Sl^f-r-&. £fctt. SA*I 

aasn ltt. nim>fcr&z-cmihtcm \ ik.*mz>x 

[o 1 2 1 3 cntcjco. ^js-r^Ji/-^ 6 otcfci^t 
^£-r.s-9--tr^iSsiJW^©''^7 h©^4jWfr 
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[0 1 2 2 ] H2 8«, ^-*6 0tD««*«tW«:» 
93T4fc*©tti&EI't?*4. ^*6 0B» ilfl^'n r 
njbORJBil/'C. ttSIf, (D/L) 
Jf, I PS, TCPJB*sJ:CF±(ftAPjB*»LTC^. 

O'r ^>*#- rJf-C&4TCPJIOPitC I DS@£W 

[0 12 3] Jl/-*2fc:MjiT4^';> b<D5*>Stf&t 10 
T4^-tr*^9<D>^* H*. I PJIteitfTCPJl 

[0 12 4] Jia±OJ:9Cccosat<0»B7*cJ:ti«, 
1 r><Dfr- ^60 Kttl/T^IET ^tftfflOS**^"^ 

4„ <£<Dfc£>> -fe+a ^-r 5|f SOft Jb£— Il^Ci 
[0125] Lfrfc. tr^«gWStiW>^y 

•^K:oiritt>«fflf5Ci*«rS4. *©fcfc, i^> 30 
[0126] frte, ±5EC0lft??"C«, 1 v Y . 

i-? 3 i»vasL(ov 4*§^* <t ~> r 

io©*-trxo**««r b7 
~^3£ 1 oo;u-££:frl/r?fS&* * h?-^ icc}g 
«U Sfe;u-#*±El^o*-^^a»JCc*fi£(*W 40 

[0127] ffi©*Jk©»J»»MOSW©»»C>»W 

ItCfcUTH EtherII7U-A/cW*r>i<, Ethernets 
02.3:7 V — A, Ethernet 802 .2^7 EthernetSNAP 
fc^rT^TOEther? U- A*ffll»4 C t&~C% 4. 
[0128] 

©^?#teG2Strco»4*? h^-^Jifecto'h^v so 
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tt 4 -fe a > * Wtft "T 4 D D o S £<D3FJE7 2 ^ 

*o{tA£^£a<*&tB-c*4o sfc, ainy^tt 

T4 C 4 ft < T-JET *Hz*©«A*Slftttfctttti"C* 

4o 

[ElffiOffi^^] 

[0 1 ] «BWOjl*©*« 1 «C«4«A*ttH»»W 

[02] KD«teS*s-r«ftia , r*4. 

[03 ] /V- *<DrtfiWJlJ5E«:S , r^n ? ^0"C*4 O 

[04 ] «a#*5*T«i9aar**. 

[05 ] ^<*ftfiJL/a^ffl*tt98T*fc«)07P 

[06] «a«a*«a*»9ii"r * ^ o - + 
[07] «®^&^*i£i&W-r ztcitooy p - * 
[0 8] *mm<DJtm2 cc» *«a(**mr«fc9dar 

[09] *XjfcZ»ftB2 CC««^#ft^1RillCT 

[010] ^-*o«wt*««W6csi«r 

&0*T?£>4 O 

[011] #»fe<D»£g 3 KOfi&tt 3ft*^J5R/8BWa 
[012] *J^OlW©*«4«C«*fllA*ffl*« 

[013] 2 ■o<DJl/--**JJ:y f ±{4«aiKBOrt6B« 

[014] ^fftu»fc*ir»Tg»T3ns«afl«* 

[015] ±tt««^©«»4TOWfctoWSflWF« 

[016] ±a©Ji/-*<D«rt*«ttWK:8iW-«**te 

[017] *J|Mtf>#S 5 £«a£f*»^#yi4 

[018] ^SOSOJBj* 5 K«4«A*MH«WC*5W & 
"C4>4o 

[019] ;l/-*©flteS*««IWfic8ft?8r 4fc*©« 
&0T*4 O 

[020] *^©HJfiO^JS6 KHS4«A*fcttiSSS 

[021] - * ort««<S*jR"f ^ ^ 0 
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[02 5] 3p:^cD»ife©^Sg7(C^«A^taSa 
[02 6] #|©SCDJ{JSg7 fC^^A^tag|5«:*JW^ 



(16) 2 0 0 2 - 2 5 2 6 5 4 
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* [02 7] #^©»S7&C^Sfe<h9-!f->''*K:*iW 

[i28] )v-$<DmiLZ®.m&}icmw-rztci!>(DW 

&0T&-5. 
[ft-sf©I&un 

1 F7-f. 2 Jt--*. 3 rt»*»h»7 

ii ftA^msc. iia L«c»aettff. i 

lb «}£#iat#.SP. 2 1 A. 2 IB 2 3 

10 ±fi[effl^S. 2 3a «A«c» 4 0 A~4 0 D 
W^h^-^?. 4 1A~41D 43 ±. 

&&m&S. 5 0 ISIE L £ Ufflfaif.SP, 6 0 A ~ 6 0 
C Jl-Z. 6 1A-61C tot*)?-'*. 
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[03] 



11a 11b 



11- 



kisw 



| A>rvV l— ^ 



jt&i&f.liRBjftflL 



3IB5clP7FUX 



S<S*IP7TUX 



TCP-fe*>a>wiJAi*a 



10 



12 



iP-trS^rattfcM 



TCP-tr>a>ffllfiBMa 



afire*-* 



ip-tr^3>ra*&wai 




[0 10] [015] 
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[B5] 



CUED 



Q5=D 




(2±ED 



S5 



NO 








se 








TB 


NO 






[08] 



[016] 



4- f*«/aVB«&flMSI 



SIMM 



'J 



si** a 



aflTClPTKUX 



atijtiPT'Kux 



71 WJtW'M 



TCPlzi'3>KJ6B8« 




[119] 



21AJI— ? 



d /l» r 



wag/ 



23 



.... ±ttS38 



21 B ^U— * 



-t^APlS 

■Ha*-- 
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m9] 



1 i ] 



CUED 




V5 



NO 




NO 




11 


V13 
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[022] 



24A 



21 A 

i 



11 • 



•23a 



. 23 ±tftgs^a 
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-10 



-24B 



21B 



— 1 H 



[120 ] 



-10 




[i2 4 3 



41AJU— 9 



/ D / iJjt | T 



41BJI*— » 



rt- 



4ic;u— * 




N7 



[12 6 ] 



CUED 



X 



Q1 
Q2 




Q5 



Q6 



Q7 
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12 1 ] 



42 41 B.. 
1 



11 



11a 



± 



42 



11 



-10 



Hb 



*50 



10 



41A 



42 



11 

A ^ 



41C 

/ 



rio 



41D 

/ 

i 



[H2 3] [028] 




M6 



C gg ) 



